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INTRODUCTION

ccording to R.D. McDowall, director of RD McDowall Limited in the UK
(1), “Data integrity requires more than just ensuring that the calculated

numbers of an analysis are complete, consistent and accurate.” Rather,

laboratories have many aspects to consider that all fall under the umbrella
of data integrity, from how to identify data gaps to taking the problems associated with

hybrid computerized systems seriously.

These data integrity topics (plus many more) were covered in a recently published LCGC
North America multipart series* authored by McDowall on “Data Integrity in Regulated

Laboratories”; the first three articles in this six-part series are reprinted here.

Building on a previous discussion of data integrity (2), the first article explores a four-

layer data integrity model that demonstrates the scope of a data integrity and data
governance program. Next, McDowall discusses how data process mapping is a vital step
for identifying data integrity gaps within chromatography data system processes. Here, he

also explores ways to eliminate these gaps.

The third installment of this series focuses on hybrid computerized system, namely, what
they are, why they are problematic, and what laboratories can do to transition to fully

computerized systems.

References

1. R.D. McDowall, LCGC North Am. 37(1), 44-51 (2019).
2. M.E. Newton and R.D. McDowall, LCGC North Am. 36(5), 330-335 (2018).

*Parts [V-VI of this series will be presented in future issues of LCGC.
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Understanding the
Scope of Data
Integrity

R.D. McDowall

Data integrity requires more than just
ensuring that the calculated numbers of
an analysis are complete, consistent and
accurate. There is much more to consider.
The full scope of a data integrity and data
governance program can be presented and
explained in a simple diagram.

elcome to “Data Integrity

Focus,” a six-part series on

data integrity in regulated

laboratories that will also
be of use to other readers working under
quality standards such as ISO 17025 (1).
We will explore some selected topics in
data integrity and data governance. To
begin, we will discuss the scope of a data
integrity program.

Last year in LCGC North America, Mark
Newton and | wrote a six-part series on data
iIntegrity in the regulated chromatography
laboratory (2-7) in which we reviewed the
whole analytical process. In Part 1, we intro-
duced briefly a fourlayer model to explain
the scope of data integrity (3). In this first
part of “Data Integrity Focus,” | would like to
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go into more detail of the model so that you
can understand the different strands of a
data integrity program. Note the use of the
word “program.” Data integrity has many
strands of work; it is not a single project.
There are multiple projects that come under
the umbrella of a program. Let me explain
the data integrity model in more detail so
that you can see why.

Data Integrity Within a Quality System

Over the past decade, pharmaceutical
regulation has focused on the development
of a pharmaceutical quality system (PQS)
based on the ISO 9000 quality manage-
ment system (QMS) following the publica-
tion of the International Council for Har-
monization (ICH) Q10 guidance (8) and the
update of EU GMP Chapter 1 (9). In a PQS,
senior management have overall respon-
sibility and accountability for all activities
and data generated (8,9). Although data
integrity has always been implicit in regula-
tions, section 1.9 of EU GMP Chapter 1
was updated so that work performed by

Images under license from stock.adobe.com
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Quality Control laboratories must proceed
as follows:

“(iv) Records are made, manually
andy/or by recording instruments,
which demonstrate that all the
required sampling, inspecting and
testing procedures were actually
carried out. Any deviations are fully
recorded and investigated (9).”

Implicit in this definition is that the records
generated have adequate quality and integri-
ty. As an aside, EU GMP Chapter 4 on docu-
mentation and Annex 11 for computerized
systems are being revised to emphasize
data integrity (10).

Data Integrity Model

To understand the scope of data integrity,
a four-layer model has been developed,
covering development, production, quality
control (QC), and quality assurance (QA).
The full GMP model is discussed in my
books (11,12) and the initial discussion

of the analytical portion was presented

in Spectroscopy (13). The four layers are
shown in Figure 1 and described below for
a regulated laboratory and QA only:

Foundation: Right Corporate

Culture for Data Integrity

The foundation goes across all elements in
an organization and is the data governance
layer. The elements here for data integrity
are management leadership, data integrity
policies including data ownership, staff
training in these procedures, management

e APRIL 2019 | LCGC

review including quality metrics and the es-
tablishment, and maintenance of an open
culture with ethical working by all staff.

Level 1: Right Instrument

or System for the Job

Analysis requires analytical instruments
and computer applications to ensure data
quality, and data integrity instruments must
be qualified and software including spread-
sheets must be validated. Included here are
calibration, point-of-use checks, or system
suitability test samples to confirm that the
analytical instrument or laboratory comput-
erized system is within user specifications
before use.

Level 2: Right Analytical

Procedure for the Job

For a laboratory, this is validation or veri-
fication of analytical procedures under
actual conditions of use. What is not
covered in current regulations or guidance
Is method development, which will de-
termine the robustness of the procedure;
this is the subject of a draft United States
Pharmacopeia (USP) general chapter
<1220> (14) on analytical procedure life-
cycle management (APLM).

Level 3: Right Analysis for

the Right Reportable Result

Here, process development and production
provide the laboratory samples for analysis
that are taken to demonstrate adequate
product quality and conformance with the
product specification in the marketing au-
thorization (MA). It is this level where the
work of the three layers below is essential
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Figure 1: A Data Integrity Model. Reproduced with Permission from The

Royal Society of Chemistry (11).

PHARMACEUTICAL QUALITY SYSTEM
| Quality Assurancel | Process Development - Production | | Analytical Development — Quality Control |
Quality Oversight
Compliance checks
of work
LEVEL 2: LEVEL 2:
Data integrity Right Manufacturing Process for the Right Job Right Analytical Procedure for the Right Job
audits Process Validation and On-going Control Validated or Verified Under Actual Conditions of Use
Data integrity
investigations T ?
LEVEL 1: LEVEL 1:
Right Equipment and Systems for the Right Job Right Instrument & Systems for the Right Job
Qualification or Validation for Intended Qualification or Validation for Intended
Purpose Purpose
]
FOUNDATION:
Right Culture and Ethos for Data Integrity (DI)
Management Leadership, DI Policies and Procedure, Staff DI Training
for work to be performed ethically and cor This is an overview of the data integrity
rectly and where deviations occur they are model. We will now look in more detall
investigated (9). at each level of the model for a regulated

laboratory.
Quality Oversight
Although shown on the left of Figure 1 be-
cause of the sample link between produc-
tion and quality control, the QA function
IS pervasive throughout the data integrity
model to provide quality oversight of both
production and laboratory operations,

such as ensuring compliance with regula- H " Ei 2 the Foundation Level
tions, policies, and procedures as well as shown in Figure 2, the Foundation Leve

oerforming data integrity audits and data has several elements that are essential for

0 APRIL 2019 | LCGC

Foundation Level: Data Governance

The first level is called the Foundation
Level for a very specific reason: Data integ-
rity and data governance start with senior
management involvement. Without it, any
work at the levels above will be wasted. As
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Figure 2: Data governance functions at the foundation level.

Adapted from reference (11) with Permission.

Senior Quality
Management »| Management
Responsible System

Data
Governance

i \ 4

Policies and Roles and
Procedures

|Responsibi|itiesl

Data
Ownership

Principles of
Data Integrity

4

Staff Training

v

Commitment to
Data Reliability

System, a review of the effectiveness of
the data governance and data integrity

Management Leadership
and Involvement with the PQS

e Senior management leadership for data
integrity that includes a communication
program for all staff about the impor
tance of data integrity and the impact it
can have on patients and the organiza-
tion if instances of noncompliance are
found.

e Generation and use of quality metrics
for monitoring data integrity. This is the
subject of the two papers by Newton
and McDowall (715) and will not be dis-
cussed further here.

¢ As part of the Pharmaceutical Quality

a APRIL 2019 | LCGC

projects within the overall program. EU
GMP Chapter 1 (9) mandates that man-
agement must review the QMS and data
integrity is part of that review process.

Policies and Procedures Need
to Be in Place, Including:

¢ \\riting a data integrity policy with initial

and ongoing training in its contents.
After being trained, all members of staff
should sign a commitment to data reli-
ability for their work. Although the EMA
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Q&A (16) notes that there is no regula- Quality Culture and the
tion for a data integrity policy, guidance Working Environment
documents issued by the Medicines and e Senior management needs to create an
Healthcare Products Regulatory Agency open quality culture where there are stan-
(MHRA), the World Health Organiza- dards for expected behavior. This is prob-
tion (WHO), and the Pharmaceutical ably the most difficult task in the whole
Inspection Co-operation Scheme (PIC/S) data integrity program: It does not consist
guidances (17-21) all note that one is of a single e-mail, but an ongoing task to
needed. affect a culture change in an organization.

e Good documentation practices covering It is not an event but a journey. ISPE has
paper, hybrid, and electronic processes published a Cultural Excellence report
coupled with training in the procedure. (23) and there is also an abridged section
This should include defining a flexible an- on corporate culture in the recent GAMP
alytical data life cycle that was discussed Good Practice Guide on Data integrity —
in a recent column (22) with more detall Key Concepts (24).
of this approach in my book (11). e Gemba walks where management gets

* Interpretation of analytical data, such as to see issues in the laboratory first hand
chromatographic integration, comparison rather than filtered by subordinates (23).
of spectra using libraries, what are ana- It is also an opportunity to influence staff
lysts allowed to do, and when and what directly by promoting the open culture and
specifically activities are prohibited. owning up to mistakes.

e Training in these procedures with e Accordingly, there is an expected behavior
demonstrable understanding of the con- and an open culture where mistakes can
tents evidenced by using questionnaires be admitted without blame. Admitting
or practical execution of the procedure. mistakes is also a regulatory expectation

as noted in the Analyst Responsibilities
Who Does What? section of the FDA OOS Guidance (25)

¢ The roles and responsibilities of all staff that states:
involved in a data governance and data “|f errors are obvious, such as the
integrity program including data owner spilling of a sample solution or the
ship need to be documented and the incomplete transfer of a sample
information transmitted to all staff (11). composite, the analyst should

¢ Roles and responsibilities must be rein- immediately document what hap-
forced by appropriate sections in each pened. Analysts should not know-
individual's job or position description. ingly continue an analysis they

* Incorporation of data integrity goals expect to invalidate at a later time
into personnel objectives must be com- for an assignable cause (i.e., analy-
pleted. ses should not be completed for the

sole purpose of seeing what results

e APRIL 2019 | LCGC
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can be obtained when obvious er
rors are known).”

Outsourcing Work
¢ Any outsourced work requires an assess-
ment of the outsourcing organization's
or laboratory’s data governance and data
integrity status before technical and qual-
ity agreements are written and signed.

Level 1: Integrated Instrument Qualifi-
cation and Computer Validation

There is little point in carrying out an
analysis if an analytical instrument is not
adequately qualified, or the software that
controls it or processes data is not vali-
dated. Therefore, at Level 1, the analytical
Instruments and computerized systems
used in the laboratory must be qualified for
the specified operating range, and validated
for their intended purpose, respectively.
There are the following sources:

® USP <1058> for Analytical Instrument
Quialification, 2018 version (26)

* GAMP Good Practice Guide for Valida-
tion of Laboratory Computerised Sys-
tems, 2nd Edition (27)

e Validation of Chromatography Data Sys-
tems, 2nd Edition (12)

These documents provide guidance and
advice on these two interrelated subjects.
Indeed, the new version of USP <1058>
integrates instrument qualification and com-
puter validation for analytical equipment (26)
and the integrated approach is discussed in
more detail in recent publications (12,28-30)
A user requirements specification must be
written for both instruments and software
to define the intended use and against
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“There is little point in
carrying out an analysis if
an analytical instrument is
not adequately qualified, or
the software that controls
it or processes data is not
validated.’

which the instrument will be qualified and
the software validated. Where the software
application must be configured to protect
electronic records generated by the system,
this must be reflected in the validation
documents for the application software. By
implementing suitable controls to transfer,
mitigate, or eliminate any record vulner-
abilities so that they can be adequately pro-
tected and ensure data integrity. Burgess
and McDowall in an earlier LCGC series
about an ideal chromatography data system
(CDS) discussed some of the architecture,
workflow and compliance requirements for
ensuring data integrity (31-34).

Failure to ensure that an analytical instru-
ment is adequately qualified or software is
adequately validated means that all work
in the top two levels of the data integrity
model is wasted, as the quality and integrity
of the reportable results is compromised by
unqualified instrumentation and unvalidated
and uncontrolled software.

Assessment, remediation, and long-term
solution of paper processes and computer
ized systems are also included in this level
of the model.
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Level 2: Analytical
Procedure Lifecycle Management

Using qualified analytical instruments with
validated software, an analytical procedure
Is developed or established, and then vali-
dated or verified. The GMP requirement is
that analytical methods must be verified
under actual conditions of use as per 21
CFR 211.194(a)(2) (35), and, therefore, be fit
for its intended use.

There are several published references
for method validation from ICH Q2(R1)
(36), FDA validation guidance documents
(37.38) and the respective chapters in
the European Pharmacopoeia (EP) and
United States Pharmacopoeia (USP).
However, the focus of these publications
Is validation of an analytical procedure
that has been already developed. Method
development is far more important, as
it determines the overall robustness or
ruggedness of any analytical procedure,
but this process receives little or no at-
tention in these publications. However,
this analytical world is changing; following
the publication in 2012 by Martin et al
(39), there is a draft USP <1220> onThe
Analytical Procedure Lifecycle (14), is-
sued for comment. This will mean a move
from chapters focused only on validation,
verification, or transfer of a method to a
life cycle approach to analytical chapters
that encompass development, validation,
transfer, and continual improvement of
analytical methods.

A life cycle approach to analytical proce-
dures validation means that definition of
an Analytical Target Profile (ATP) leads to
good scientifically sound method develop-

Q APRIL 2019 | LCGC

“A life cycle approach to
analytical procedures
validation means that
definition of an Analytical
Target Profile (ATP) leads
to good scientifically sound
method development that
ends with the definition
of the procedure’s design
space.’

ment that ends with the definition of the
procedure’s design space, which now be-
comes important, as changes to a validated
method within the validated design space
would be deemed to be validated per se.
There will be a transition period where
the old approach is phased out while the
new one is phased in. There is currently
an ICH initiative that began in 2018 to
update ICH Q2(R1) (36) to a life cycle ap-
proach (40).

Verification of

Pharmacopoeial Methods

Given the vague descriptions of most analyti-
cal methods in various pharmacopoeias, it is
amazing that any laboratory can get a meth-
od working at all. In essence, pharmacopoe-
lal methods are unlikely to work as written.
One of the reasons is that if a method for
high performance liquid chromatography
(HPLC) is developed using a specific suppli-
er's C18 column, the only information about
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Understanding the Scope of Data Integrity

Figure 3: Interaction of the four levels of the data integrity model. Adapt-
ed with permission from reference (11). Definition of acronyms: Research

and development (R&D), contract research organization (CRO), analytical
instrument qualification (AlQ), computerized system validation (CSV), and

system suitability test (SST).

Sampling and
Transport to
Laboratory

R&D, CRO,
Production, etc.

A

Level 2: Sample and

Analytlcal Method:

Validated —|

Y

Methods Weights welghts and records

ion under actual conditions of use

Instrument logs

'ﬁ—

Foundation: Data Governance — Management Leadersheip Culture and Ethos for Data Integrity

the column that appears in the monograph is
a description of the packing and the column
dimensions. For gradient methods, there is
no information about whether the gradient
is formed using a low-pressure or high-
pressure mixing pump. For these reasons,
analytical procedures based on pharmaco-
poeial “methods” need to be developed
and verified under actual conditions of use
as required by 21 CFR 211.194(a)(2) (35).
The pharmacopoeia simply provides an
indication of where to start but the details

Q APRIL 2019 | LCGC

are left to the individual laboratory to de-
velop, document, and verify.

Level 3: Analysis of Samples

Finally, at Level 3 of the data integrity mod-
el, the analysis of sample will be undertaken
using the right analytical procedure, using a
qualified analytical instrument and process-
ing with validated software applications. To
be successful, this also requires an open
environment that enables data to be gener
ated and interpreted, and the reportable
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result to be calculated, without bias or ma-

nipulation of data. Staff should be encour

aged to admit any mistakes and there must
be a no-blame culture in place based on the
leadership of senior management from the

foundation level of the model. It is also im-

portant not to forget the importance of the

overall pharmaceutical quality system in pro-
viding the umbrella for quality such as the
investigation of out-of- specification results,
managing deviations and developing cor

rective and preventative actions. Figure 3

shows an analysis in practice and how the

various levels of the data integrity model
interact with each other. There are also the
following elements of data governance:

e performing the work correctly and con-
temporaneously including any deviations

e cffective and comprehensive second per
son reviews of the work

e visibility of errors

e investigation of aberrant results

e availability of both paper and electronic
records for audit or inspection

e monitoring the development and mainte-
nance of operational data integrity proce-
dures and training.

* These complete the laboratory levels of the
data integrity model shown in Figure 3 but
don't forget the quality oversight (checks of
current work plus data integrity audits and
investigations) shown in Figure 1.

Quality Does Not Own Quality Anymore

Figure 3 shows how the various levels of

the laboratory data integrity model interact
together. However, without the Foundation
layer, how can the three other layers hope
to succeed? The onus is on trained staff to

act ethically. Also, without qualified analytical
instruments and validated software, how can
you be assured of the quality and integrity

of the data used to calculate the reportable
result? And so on up the levels of the model.
It is less important where an individual
activity is placed in the various layers; the
primary aim of this model is to visualize for
chromatographers and analytical scientists
the complete scope of data integrity.

If the data integrity model works from the
foundation through the three levels that ex-
ist on top, it means that the responsibilities
for data integrity and data quality are now
dispersed throughout the laboratory and or
ganization, whilst the overall accountability
for quality oversight remains with a quality
assurance function. It is not the role of qual-
ity assurance to fix other people’s mistakes.
The responsibility for data integrity and data
quality in the chromatography laboratory
lies is with the analytical staff performing
the work, showing that quality (that is, the
quality control department) does not own
quality anymore. Everyone in the laboratory
and the whole organization does.

Data Integrity Guidances
and the Data Integrity Model

When the material in the data integrity guid-

ance documents from MHRA, FDA, EMA,

WHO and PIC/S (Refs) are compared with

the model, there are several gaps and there

is no mention of:

e analytical instrument qualification and fit-
ness for intended use in comparison with
a heavy emphasis on control of computer-
ized systems, nor

e analytical procedures, including robust
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“If the data integrity model
works from the foundation
through the three levels
that exist on top, it means
that the responsibilities
for data integrity and data
quality are now dispersed
throughout the laboratory
and organization’

method development and procedure

validation.

All layers of the data integrity model are
essential to ensure data integrity in a chro-
matography laboratory.

Summary

In this column, we have looked at a fourlay-
er data integrity model to cover the whole
scope of a data integrity program. The lay-
ers are interactive; ensuring data integrity
depends on a foundation of data gover
nance, qualified analytical instruments, and
validated software with properly developed
and validated robust analytical procedures.
In the next article in this series, we will look
at a way of identifying data integrity vulner
abilities in paper processes and computer
ized systems.

@ APRIL 2019 | LCGC
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R.D. McDowall

elcome to the second in-
stallment of “Data Integrity
Focus.” In the last part, we
looked at the overall scope
of a data integrity and data governance
program via a fourlayer model (1-3). In
this part, we look at a simple and practical
methodology that can be applied to identi-
fy the risks with any process in a regulated
“good practice” (GXP) laboratory. Once
identified, the risks can be mitigated or
eliminated to ensure the integrity of data
and records. The methodology is called
data process mapping, and it is a variant of
process mapping, which some of you may
be familiar with if you have been involved
with implementation of a computerized
system or six sigma improvement project.

Once the process is mapped, the data and
records created, modified, or calculated
are identified and assessed to see if there
any data vulnerabilities in a paper process
or computerized system.

Ignore Paper Processes at Your Peril!

It is very important to understand that
data integrity is not just a computer or
information technology (IT) equipment
problem. There are many manual process
generating paper records that occur in

the laboratory, such as sampling, sample
preparation, calculation, and review (3-5).
Many observation tests such as appear-
ance, color, and odor are typically recorded
on paper. Even with a computerized
system, there are additional and essential
paper records, such as the instrument and
column log books.

What Do the Regulators Want?

What do the regulatory guidance
documents say about assessment of pro-
cesses? There are three documents that




Data Data Hybrid Using Data Process Mapping to Identify
Integrity Process Computerized :
Model Mapping Systems Integnty Gap S

| would like to focus on. The first is the

World Health Organization (WHO) in their

guidance document (6), that notes:

¢ 1.4. Mapping of data processes and
application of modern quality risk man-
agement (QRM) and sound scientific
principles throughout the data life cycle;

¢ 5.5. Record and data integrity risks
should be assessed, mitigated, com-
municated, and reviewed throughout the
data life cycle in accordance with the
principles of QRM.

The second is the UK's Medicines and
Healthcare products Regulatory Agency
(MHRA) in their 2018 GXP guidance, which
makes the following statements about as-
sessment of processes and systems (7):

e 2.6 Users of this guidance need to un-
derstand their data processes (as a life
cycle) to identify data with the greatest
GXP impact. From that, the identification
of the most effective and efficient risk-
based control and review of the data can
be determined and implemented.

¢ 3.4 Organizations are expected to imple-
ment, design, and operate a documented
system that provides an acceptable state
of control based on the data integrity risk
with supporting rationale. An example of
a suitable approach is to perform a data
integrity risk assessment (DIRA) where
the processes that produce data or
where data are obtained are mapped out
and each of the formats and their con-
trols are identified, and the data criticality
and inherent risks documented.

¢ 4.5 The data integrity risk assessment
(or equivalent) should consider factors
required to follow a process or perform
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a function. It is expected to consider not
only a computerized system, but also the
supporting people, guidance, training,
and quality systems. Therefore, automa-
tion or the use of a “validated system”
(such as analytical equipment) may lower
but not eliminate data integrity risk.

The third and final guidance is from the
Pharmaceutical Inspection Cooperation
Scheme (PIC/S) (8):
¢ 5.2.2 Data governance system design,

considering how data is generated,

recorded, processed, retained and used,
and risks or vulnerabilities are controlled
effectively;

¢ 5.3.2 Manufacturers and analytical labo-
ratories should design and operate a sys-
tem which provides an acceptable state
of control based on the data integrity risk,
and which is fully documented with sup-
porting rationale.

¢ 5.3.4 Not all data or processing steps
have the same importance to product
quality and patient safety. Risk manage-
ment should be utilized to determine the
importance of each data or processing
step. An effective risk management ap-
proach to data governance will consider
data criticality (impact to decision making
and product quality) and data risk (op-
portunity for data alteration and deletion,
and likelihood of detection or visibility of
changes by the manufacturer’s routine
review processes).

From this information, risk-proportionate
control measures can be implemented.

Summarizing the guidance documents:
¢ Processes should be assessed to identify

the data generated and the vulnerabilities
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of these records, and this assessment
should be documented.

¢ \/ulnerabilities and risks to records must
be mitigated or eliminated, and the ex-
tent of the controls used depends on the
data criticality and risk to the records.

® |[n some cases systems should be re-
placed, and there should be a plan for
this over a reasonable timeframe,

¢ Management must accept the process
risk and support the migration plan.

Enter the Checklist

Typically, assessment of computerized

systems involves a checklist where ques-

tions are posed for a spectrometer and the

associated computerized system, such as:

e Does each user have a unigue user
identity?

¢ |s the audit trail turned on?

¢ |s there segregation of duties for sys-
tem administration?

The checklist questions can go on, and on,
and on, and, if you are (un)lucky, it can go
into such excruciating detail that it becomes
much cheaper and safer than a sleeping
pill. There are three main problems with a
checklist approach to system assessment:

¢ The checklists are not applicable to all
computerized systems, as the questions
may not cover all functions of the applica-
tion

e Checklists can mislead an assessor into
focusing too much on the checklist at the
risk of not seeing additional data risks
posed by a specific system

e Typically, checklists don’t cover manual

processes, of which there are many in a

laboratory.

If a checklist is not the best tool, what
tool should be used to identify data and
records and then understand the risks
posed?

Principles of
Data Process Mapping

Instead of starting with a fixed checklist,
start with a blank whiteboard or sheet of
paper together with some Post-it notes,
pencils, and an eraser. Why the eraser?
You are not going to get this right the first
time, and you'll be rubbing out lines and
entries on the notes until you do. You'll
need a facilitator who will run the meet-
Ing and two to three experts (perhaps
laboratory administrators) who know the
process, and, if software is involved, how
the application works at a technical level.
The first stage is to visualize the process.
Define the start and end of an analytical
process (for example, from sampling to
reportable result). The process experts
should write the stages of the process
down on the notes, and place them on the
whiteboard or paper in order. The first at-
tempt will be rough and will need revising,
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as the experts can miss activities, or some

activities will be in the wrong order, or

the detail is uneven. The facilitator should

encourage and challenge the experts to

revise and refine the process flow, which
may take two or three attempts. Although
you can use a program like Visio to docu-
ment the process, this slows the interac-
tion between the participants during the
initial mapping. | would suggest paper and
pencil or whiteboard is an easier, and more
flexible, option at this stage. When the
process is agreed, then commit the final
maps to software.

The second stage is to document data
INnputs, outputs, processing, verification
steps, and storage for each of the process
activities. This can involve manual data
recording in log books, laboratory note-
books, and blank forms, as well as inputs
to and outputs from any computerized
systems involved in the process. Typically,
such a process has not been designed, but
has evolved over time, and can often look
like a still from Custer’s Last Stand with
the number of arrows involved. This is the
data process map or what we can call the
current way of working.

Once the process is complete and
agreed, look at each step and document:

e How critical is each activity within the
overall process (for example, product
submission, release, stability, analyti-
cal development, and so on)?

¢ \Where are the data and records stored in
each activity?

¢ Are the data vulnerable at each stage?

¢ \What is the reason for the vulnerability?
(Reasons may include, but are not limited
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to, manual recording, or manual data

transfer between a standalone instru-

ment and another application)

e Are data entered into a computerized
system manually, how is this checked,
and how are corrections documented?

¢ \Who can access the data? (Consider
both paper and electronic records)

¢ Are the access controls for each applica-
tion adequate, and are there any conflicts
of interest?

¢ Are data corrections captured in an audit
trail and, most importantly, are the en-
tries understandable, transparent, and
clear (9)?

¢ Are the responsibility for all steps and
data clearly described, such as decisions
or further actions taken and attributed to
an individual?

e |s the data verification process clearly
described, such as ensurance of ac-
curacy of measurement, double checks
performed (if any), and the review of the
whole data package?

Any vulnerabilities need to be risk as-
sessed, and remediation plans need to be
developed. These plans will fall into two
areas: quick fix remediation and long-term
solutions. We will look at these two areas
now for an example involving a chromatog-
raphy data system.

Practical Example for
Chromatography

From the theory, we need to look at how
data process mapping could work in prac-
tice with a chromatograph linked to a chro-
matography data system (CDS). Welcome
to a chromatography laboratory near to



Data
Integrity
Model

Hybrid
Computerized
Systems

Data
Process
Mapping

Using Data Process Mapping to Identify
Integrity Gaps

3. Print Peak

1. Acquire 2. Interpret

:

Data | » Data

Areas

5. Print
Spreadsheet

-

you operating the world’'s most expensive

electronic ruler, as shown in Figure 1.

Let me describe the main features of the
simplified process:

¢ The chromatograph and CDS are set
up for the analysis (we'll not consider
the manual, paper-based sampling and
sample preparation, because this was
discussed recently by Newton and Mc-
Dowall (4), together with the related data
integrity problems).

e Although there are several instances of
the same CDS, they are all standalone
systems, and not networked together.

e There is a shared log on for all users, and
this account has all privileges available,
including the ability to configure the soft-
ware.

e Paper printouts are considered the raw
data from each instance of the CDS.

e Electronic records are backed up by the
chromatographers when they have time,
using a variety of media such as USB
sticks and hard drives.
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e Peaks are integrated, but there is no
standard operating procedure (SOP)
or control over the integration, such as
when manual integration can or cannot
be used (2,10).

¢ The integrated chromatograms are
printed out.

e Peak areas from the printouts are en-
tered manually into a spreadsheet (un-
validated, naturally!), to calculate system-
suitability test (SST) parameters and the
reportable results.

¢ The calculations are printed and signed,
but the spreadsheet file is not saved.

¢ The results are entered manually from
the spreadsheet printout into a laboratory
information management system (LIMS)
for release.

® The second-person review is not shown
in this figure for simplicity, but this is a
crucial part for ensuring data integrity
(11).

Some of you may be reading the pro-
cess with abject horror, and may think
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1. Acquire Data

2. Interpret Data

3. Print Peak Areas

6. Enter Results
into LIMS

4. Type into
Spreadsheet No verificat
5. gg?;adsheet printout and e-record

e No attribution of action: all users share one account

¢ Conflict of interest: all users are administrators

e Standalone system

® Backup is performed by the lab users and is ad hoc

e Ability for users to configure the CDS: turn functions on and off

® Manual input of sample and sample preparation data, such as
identity, lot number, sample weights, dilutions

® No attribution of action: All users share one account
* No standard operating procedure (SOP) for integration
® No control of manual integration

¢ Paperis considered the raw data by the laboratory
® Risk of paper and e-records being different

e Typographical errors when peak areas entered
* No verification that calculations are correct as spreadsheet is

e Failure to save the electronic spreadsheet file
* No record signature linking to comply with Part 11 between paper

® Must re-enter all data in a new spreadsheet if there is a
typographical error

® Typographical errors when results are entered
® Secondpperson review only looks at paper records

that this would never occur in a 21st
century chromatography laboratory.
Based on my experience, and this is
also seen in numerous U.S. Food and
Drug Administration (FDA) warning let-
ters, this process is more common than
you may think. Remember that the phar-
maceutical industry is ultraconservative,
and if it worked for the previous inspec-

tion, all is well. However, to quote that
world-famous chromatographer, Robert
Zimmerman, the times, they are a-chan-
gin’. Hybrid systems (discussed in the
next part of this series) are not encour-
aged by at least one regulator (6), and
now some inspectors are unwilling to
accept procedural controls to mitigate
record vulnerabilities.
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Identifying Record Vulnerabilities

Once the process is mapped, reviewed,
and finalized, the data vulnerabilities can
be identified for each process step. The
main data vulnerabilities identified in the
current chromatographic process steps
are listed in Table |. To put it mildly, there
are enough regulatory risks to generate

a cohort of warning letters. There are
many data integrity red flags in this table,
including the fact that work cannot be at-
tributed to an individual, defining raw data
as paper, and failing to backup, or even
save, electronic records. There is also the
shambles of the business process, due
to the use of the spreadsheet to calculate
all the values from SST parameters and
reportable results. Overall, the process is
slow and inefficient. These risks need to
be mitigated as an absolute minimum or,
even better, eliminated entirely.
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Fix and Forget
or Long-Term Solution?

Enter stage left that intrepid group: senior
management. These are the individuals
who are responsible and accountable for
the overall pharmaceutical quality system,
including data integrity. The approaches
that a laboratory will take are now depen-
dent on them.

Figure 2 shows the overall approach that
should happen to resolve data integrity is-
sues. There are two outcomes:

1. Short-term remediation to resolve
some issues quickly. ldeally, this
should involve technical controls
where available (for example, giving
each user a unique user identity, or
creating and allocating user roles
for the system and segregation of
duties). However, remediation often
involves procedural controls, such as
the use of SOPs or log books to docu-
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ment work. This slows the process

down even further, and will result in
longer second-person review times
(11).

2. Long-term solutions to implement
and validate technical controls, to en-
sure that work is performed correctly
and consistently. This should involve
replacement of hybrid systems with
electronic working and ensuring busi-
ness benefit from the investment in
time and resources.

The problem is management. In many
organizations, they want only to focus on
the first option (fix and forget) and not
consider the second, as it would detract
from the work or cost money. While this
may be thought to be an option in the
very short term, it is not viable when
regulatory authorities become more fo-
cused on hybrid systems with procedural
controls.

In organizations that claim there is no
money to provide long-term solutions,
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however, the financial taps are quickly
turned on following an adverse regulatory
iInspection. However, it is better, more
efficient, and cheaper to implement the
long-term solution yourself, because then
the company, not the regulator, is provid-
iIng the solution.

Quick Fixes and
Short-Term Remediation

From the data process map in Figure 1,
some short-term solutions can be imple-
mented as shown in Figure 3. Rather

than attempt to fix a broken and inefficient
process, use the CDS software that the
laboratory has paid for to calculate the SST
and final results. This would eliminate the
spreadsheet, as well as manual entry into
the spreadsheet and subsequent transcrip-
tion checks.

Attention must also be focused on the
CDS application, and some of the main
changes for immediate implementation
must be:
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e Unique identities for all users

* Implement user types with access privi-
leges, and allocate the most appropriate
one to each user

e Segregation of application administra-
tion from normal laboratory users is
more difficult, as the systems are
currently standalone, and will probably
require a two-phase approach: Short-
term with laboratory administrators
having two access types, one with
administration functions (user account
management and application configu-
ration) but no access to CDS func-
tions, and vice versa. This approach
should only be used as a temporary
fix, and not a permanent solution.

¢ \Write an SOP for chromatographic in-
tegration, and specifically control when
manual integration can be used (2,10,12),
and train the staff. \Where feasible, re-
strict a user’s ability to perform manual
integration for some methods.

e \/alidate and use the CDS application
ability to calculate SST parameters and
eliminate the spreadsheet calculation
(the former should be relatively easy to
implement). Calculation of the report-
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able result may have to wait until the

CDS is networked. In the latter case, the

spreadsheet calculations will need to be

validated and all files saved.

This should result in an improved busi-
ness process, as shown in Figure 3.
The CDS is still a hybrid system, but the
spreadsheet has been eliminated, along
with manual entry to a second system, but
the process is under a degree of control.
Left like this (the fix and forget option from
Figure 2), there is substantial risk remain-
ing in the process, such as backup of the
standalone systems and the need for
plans for a long-term solution.

Implementing Long-Term Solutions

Long-term solutions require planning,
time, and money. However, with the po-
tential business and regulatory benefits
that can be obtained, management should
be queuing up to hand over money. Let us
look at some of the remaining issues to try
and solve with this process:
e Standalone CDS systems need to be
implemented into a networked solution
including the migration of existing data
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to the central server. This has several

advantages: IT backup of records, IT

application administration, and time and
date stamps from the

network time server.

e Consistency of operation: The same
methods can be applied across all chro-
matographs.

e Removal of a hybrid system: Design the
networked CDS for electronic working
and electronic data transfer to the LIMS,
which results in minimal or zero paper to
be printed out.

e Efficient, effective, and faster busi-
ness process, as shown in Figure 4,
and this should be compared with that
in Figure 1.

The regulatory risks of the original pro-
cess have been greatly reduced or elimi-
nated at the end of the long-term solution.
The laboratory can face regulatory inspec-
tions with confidence.
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Regulatory authorities globally have con-
cerns about hybrid computerized systems.
These are the worst possible computerized
system to have in your laboratory from a
regulatory perspective. Here, we discuss
what a hybrid system is, and explain why
there is such a fuss about them.

his article is the third in a six-
part series dealing with data
integrity. The first discussed a
data integrity model to pres-
ent the scope of data integrity and data
governance program for an organization
(1). The second discussed data process
mapping to identify data integrity gaps
In a process involving a chromatography
data system (CDS), and looked at ways to
remediate these gaps (2). The CDS was
described originally as a hybrid system,
and | mentioned that this subject would
be the topic of this third article.

What is a Hybrid System?

First, it is important to define what we
mean by a hybrid computerized system.

What Is the Problem
with Hybrid Systems?

R.D. McDowall

The best definition and description is
found in the World Health Organization
(WHO) guidance (3):

This refers to the use of a com-
puterized system in which there is
a combination of original electronic
records and paper records that com-
prise the total record set that should
be reviewed and retained.

An example of a hybrid approach is
where laboratory analysts use com-
puterized instrument systems that
create original electronic records and
then print a summary of the results.

The hybrid approach requires a
secure link between all record types,
including paper and electronic,
throughout the records retention
period.

Where hybrid approaches are used,
appropriate controls for electronic
documents, such as templates, forms
and master documents, that may be
printed, should be available.

A schematic of a hybrid computerized
system is shown in Figure 1. There are a
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number of electronic records within the
computerized system, and these must be
securely linked with the paper printouts
that are signed by the analyst and reviewer.
Often, the focus is only on the paper print-
out and not the electronic records when, in
fact, it should be the other way around,;
e-records are the critical data, and signed
paper printouts are only a small part of
the records.

Unable Able Lahoratories

Able Laboratories is the classic data integ-
rity case study that can be summarized as
“You can't falsify data into compliance.”
This now defunct generic pharmaceutical
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company had passed several US Food and
Drug Administration (FDA) inspections
before a whistleblower called to alert the
agency about fraudulent quality control
(QC) work. Inspectors quickly found that
data were being falsified on an industrial
scale, using a variety of means such as
copy and paste, manipulation of weights,
and chromatographic integration (5). The
heart of the falsification effort was a CDS
in which the audit trail that could not be
turned off identified who had falsified
which data and when. The reason why the
agency had missed the falsification is that
the inspectors focused on paper printouts
alone. As a result, there were changes to
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the way FDA and other regulatory agen-
cies inspect computerized systems with
updated regulations (6,7) and guidance (3,
8-11), as we will discuss now.

What the Regulators Want

In addition to providing a definition of hy-
brid system, the WWHO good records man-
agement practices guidance also notes, in
Appendix 1, under special risk factors in
the Attributable section (3):

The use of hybrid systems is discour
aged, but where legacy systems are
awaiting replacement, mitigating controls
should be in place.

In such cases, original records
generated during the course of
[good practice] GXP activities must
be complete and must be main-
tained throughout the records reten-
tion period in a manner that allows
the full reconstruction of the GXP
activities.

A hybrid approach might excep-
tionally be used to sign electronic
records when the system lacks
features for electronic signatures,
provided adequate security can be
maintained. The hybrid approach
is likely to be more burdensome
than a fully-electronic approach;,
therefore, utilizing electronic signa-
tures, whenever available, is recom-
mended.

Replacement of hybrid systems
should be a priority.

Have you got the message? Hybrid sys-
tems are not liked, and using them to en-

sure data integrity will cost you time and
effort. The WHO guidance goes about as
far as a regulatory guidance can go by
stating that hybrid systems are discour-
aged, and that they should be replaced as
a matter of priority. The Pharmaceutical
Inspection Co-operation Scheme (PIC/S)
Pl-041 Good Practices for Data Manage-
ment and Integrity in Regulated GMP/
GDP Environments also notes in section
9.3 (10):

Increased data review is likely to be

required for hybrid systems.

This is true as a second person review-
ing hybrid records must review both
paper and electronic records plus the
linkages between the two types of re-
cords as shown in Figure 1, making the
review more labor intensive and slow. As
Newton and McDowall noted, the second
person review may take longer than the
actual chromatographic run (12).

The World Consists of Hybrid Systems
OK, saying that the world consists of
hybrid systems is not quite accurate, but,
iIn many laboratories, standalone hybrid
computerized systems are used. Even
networked systems with the technical
controls to be used electronically can be
deployed in hybrid mode, because this
approach is seen as a tried and trusted
option. This viewpoint is wrong, and dan-
gerously so.

There are now more stringent controls
placed on hybrid systems, especially if it is
a standalone workstation. Regulatory guid-
ance notes that hybrid systems will prob-
ably result in more review work compared
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with an electronic process, and at the same
time regulatory exposure will increase over
time as interpretation becomes tighter. By
failing to replace hybrid systems, manage-
ment must accept accountability for its
inaction when an inspector calls and finds

a data integrity problem. To understand the
situation from the perspective of the regu-
lations, we need to go back in time to the
last century.

Understanding the “c” in cGMP

Have you ever wondered why the FDA
Good Manufacturing Practice (GMP)
regulations have the word current in the
title? To find out why we need to go back
in time to September 29, 1978, and the
publication of FDAs Current Good Manu-
facturing Practice (cGMP) regulations in
the Federal Register (13). You may ask
why we should bother with something
that was published in the mists of time,
when all we need to do is an Internet
search as find the GMP regulations on
the web. Not quite, dear reader. If you
bother to read the regulations you will
find that there is no definition or explana-
tion of the word current in the regulation
(for the purists, there is also no mention
of current in the definitions of cGMP in
21 CFR 210).

The way that current was intended to be
used will be found in preamble comment
17 of the regulations published in 1978 (13).
It is built into the GMP regulation from the
beginning, and not slipped in as an after
thought. In the scope section of the regula-
tion (21 CFR 211.1), it states that:

(a) The regulations in this part contain
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the minimum current good manufacturing
practice for preparation of drug products for
administration to humans or animals.

The 21 CFR 211 regulations are stated to
be the minimum expected. The problem
with the pharmaceutical industry is that
these regulations are typically interpreted
as “These directives are all we will do.” This
divergence from the intent of the regula-
tion is the start of some data integrity
problems. We can delve further into an
understanding of current in comment 17 of
the 1978 preamble to the GMP regulations
(13); here is a discussion on the use and
meaning of the word current is as follows:

One comment recommended that
the word “current” be deleted since
it is obvious that the latest regula-
tions to be published are current, and
therefore the use of the word “cur-
rent” is superfluous....

Several of these comments reflect,
the Commissioner believes, a misun-
derstanding regarding the use of the
word “current’...

The Congress intended that the
phrase itself have a unique meaning and
that the good manufacturing practice
regulations represent sound current
methods, facilities and controls for the
production of drugs to assure safety...

Although the practices must be
“current” in the industry, they need
not be widely prevalent. Congress
did not require that a majority or any
percentage of manufacturers already
be following the proposed mandated
practices, as long as it was a current
good manufacturing practice in the
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industry, I.e. that it had been shown
to be both feasible and valuable in as-
suring drug quality (13).

The intent of the US GMP regulations
has been that as science, analytical instru-
mentation, and technologies advance, then
so too must the pharmaceutical industry.
Even if an advance is not widely used in the
industry, if it can ensure an improvement in
drug quality, then it comes under the pur
view of the “c” in cGMP.

However, the problem is that reality in
regulated laboratories does not match regu-
latory intent. Once a pharmaceutical orga-
nization has developed an interpretation of
the regulation, it is reluctant to change for
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several reasons, such as the cost of new
technology, validation costs, the cost of up-
dating a registration dossier, and perceived
or actual inflexibility of the inspectorate
to accept such advances. The companies
often prefer to remain with older processes
that do not reflect the most effective and
efficient ways of working, if they have not
had any problems in the past.

Personal computers have been used
for controlling chromatographs since the
1980s, and they have typically been de-
signed to be used in the same way, as a
hybrid system. Publication of 21 CFR 11
regulations (14) in 1997 allowed the use
of electronic signatures, but widespread
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adoption has not occurred. Large phar-
maceutical companies have implemented
site or global CDS with electronic signa-
tures, but smaller companies typically
have not gone in the same direction, pre-
ferring to have standalone systems, often
from several different suppliers, which
can be argued as crass stupidity.

Hybrid System Configuration
and Data Integrity Issues

A typical hybrid system is shown in Fig-
ure 2 and consists of three components:
e Analytical instrument, such as a chro-
matograph
e Controlling workstation, where the CDS
software is loaded and where data are
stored
e Printer
Figure 2 shows the potential data
integrity problems that fall into three cat-
egories: business efficiency and continu-
ity, IT data integrity, and laboratory data
integrity. One of the major problems with
hybrid systems is protecting the data and
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associated metadata with effective backup
and recovery processes. If backup is left
to the laboratory, it will inevitably fail,
because backup is not the main function
of a chromatography laboratory.

Are You Lazy?

Most hybrid systems print paper as if
it is going out of fashion. Depending
on the sadists in the Quality Assurance
(QA) department, often each page must
be initialled by the tester, and again by
the reviewer, which is an error prone,
tedious, and non-value-added task. The
printouts must also be checked against
the electronic records that were created
or used in the analysis.

A simple way to reduce the amount
of paper printed from a hybrid system is
outlined in Appendix 1 of the WHO data
integrity guidance (3). Shown in Figure 3 is
a controlled and uniquely numbered review
form (10,15) for the creation and review of
the records created during an analysis us-
ing a hybrid system. The form is linked to
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the analytical procedure and standard

operating procedure (SOP) for review

of laboratory records. The steps are as
described below.

e At the start of the analysis, a uniquely
numbered version of the form is is-
sued to the tester, who documents
the start and end date and time of the
analysis (to help the second-person
reviewer search audit trail entries), as
well as documents the records cre-
ated, modified, and the location where
they are stored.

e Chromatograms and data are re-
viewed by the analyst on screen. The
only printout from the CDS is the test
summary of the reportable results and
analysis information.

® The results printout and review form is
signed by the tester.

e \When records are ready for review, a
second analyst reviews files electroni-
cally on screen with no printouts; this
makes the task simpler and quicker.

® The reviewer checks the data files
and contextual metadata files gener-
ated by the performer of the test, and
documents these on the review form.
The applicable audit trail entries are
also reviewed between the analysis
start and end times and dates, and
documented.

e Checks for falsification of data are
included in the form, as this will be
reviewed during data integrity audits
and, if applicable, data integrity inves-
tigations.

e |f changes are required to be made,
these are documented and sent
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“Working with hybrid
systems-computerized
systems that generate
electronic records with
sighed paper printouts-is
the worst possible world
to be in’

back to the tester to update. When

the review is complete, the reviewer

then signs the form. If required by
laboratory procedures, there may be
space on the form for an approval or

QA signature.

This approach reduces the volume of
paper printed, but also allows a faster
review, as the cross check between the
electronic and paper is far smaller than
NOW.

Eliminate Hybrid Systems

Working with hybrid systems—computer
ized systems that generate electronic re-
cords with signed paper printouts—is the
worst possible world to be in. The labora-
tory must manage two incompatible me-
dia formats: paper and electronic records.
The best advice is to eliminate these
systems by using electronic systems to
ensure both regulatory compliance and
business efficiencies, as we discussed in
the second part of this series (2).
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Why Are You Still “The biggest problem
Buying Hybrid Systems?

| could have entitled this subheading
“"Why are suppliers still selling hybrid sys-
tems?” However, given that suppliers re-
spond to market forces, it is the respon-
sibility of customers to put pressure on
suppliers to design adequate systems for
today's data integrity world. Laboratories
that have assessed and remediated cur-
rent systems are perpetuating the prob-
lem when new systems are purchased,
because they are typically:
e standalone
e hybrid
¢ involve data being stored in directories
created in the operating system rather
than in a database
For further discussion regarding CDSs,
please refer to the fourpart series written
for LCGC North America by Chris Bur-
gess and myself (16-19).

The Year-End Slush Fund Spend?

You know the situation: A month before
the end of the financial year, your boss
puts his or her head round the door of
the laboratory and says nonchalantly,
“We have money to spend before the
year end. Any ideas?” This question initi-
ates a mad panic, because three quotes
have to be generated, the capital request
raised and walked around for signature,
the purchase order raised, and an empty
box delivered to stores. \What a quality
way to purchase instrumentation and
software. It is extremely unlikely that the
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with hybrid systems is the
synchronization of two
incompatible media.

overall system has been adequately as-
sessed for compliant functions and tech-
nical controls for data integrity. The staff
only focus on the bright shiny instrument.
However, this reaction perpetuates the
data integrity problem. But this problem
always occurs in other organizations,
doesn't it?

Summary

We have defined what a hybrid system
Is, and why it is not recommended by
regulatory authorities. The biggest prob-
lem with hybrid systems is the synchro-
nization of two incompatible media. How-
ever, the hybrid problem is perpetuated
by dumb suppliers who do not design
software for electronic working and data
acquisition directly to a network storage
area. The problem is compounded by
stupid laboratories that keep purchasing
applications with inadequately designed
compliance functions to give data integ-
rity assessors a job for life.
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