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Overview

US FDA Part 11 in Title 21 of the Code of Federal Regulations (CFR), and its EU
analog, Eudralex Chapter 4, Annex 11, describe the requirements for electronic
records and electronic signatures for regulated pharmaceutical organizations.
Released in 1997, 21 CFR Part 11 has been enforced since 1999. The intent

of these guidelines is to ensure that all appropriate electronic records are
attributable, legible, contemporaneous, original, accurate, and maintained

with integrity.

This white paper is a resource for users of Agilent SLIMS systems whose
organizations must comply with these regulations. It is the responsibility of the
user and their organization to ensure that the functionalities provided by SLIMS
are used appropriately to achieve compliant operation for laboratory data
acquisition and processing. In addition to the technical controls SLIMS provides,
the user organization must establish procedural controls — standard operating
procedures (SOPs) - to address relevant non-technical requirements. For
example, controls such as internal audit programs, must also be established to
ensure that system operators follow the SOPs.

Appendix 1 provides a detailed description of how Agilent SLIMS supports users and their
organizations in achieving the requirements of each section of 21 CFR Part 11 and the
related sections of EU Annex 11. The descriptions assume that system access, including
instrument hardware and software, is controlled by the staff responsible for the electronic
records contained on the system. Thus, the system is designed as a “closed system” as
defined in 21 CFR Part 11.3(b)(4).
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21 CFR Part 11

271 CFR Part 11 covers three specific
elements of a regulated laboratory’s
operation:

— Security of electronic records,
— Attribution of work,

— Electronic signatures (if used)

Security

Security can be interpreted as “the
right people, having the right access,
to the right information.” Regulated
organizations must be able to both
verify the identity of system users

and limit system access to trained,
authorized individuals (11.10(d), (i) and
(g); 11.100(b)). Because laboratory staff
have different responsibilities based
on their job assignments, data access
must be segregated and defined such
that certain users have certain types
of access to certain sets of data while
potentially having different access to
other data sets.

Attribution of work

Attribution of work refers todocumenting
the “Who, what, when, where and why?”
of work performed. Automated audit
trails independently record users actions
thus connecting laboratory staff to the
work they perform. Audit trail entries
enable staff and regulatory inspectors to
reconstruct the complete history of an
electronic record.

— Who: clearly identifies the person
responsible for the particular action
that creates, modifies, or deletes a
record.

— What: is the action that took place,
including, if applicable, the old value
and the new value contained in the
record.

— When: unambiguously declares the
date and time the action took place.

— Where: clearly identifies theimpacted
record.

— Why: explains the reason for a
change to a regulated record. The
reason is often selected from a list
of pre-defined reasons to provide
consistency and to enable searching
and sorting of entries.

“Separation of duty, as a security principle, has as its primary

objective the prevention of fraud and errors. This objective is

achieved by disseminating the tasks and associated privileges fora

specific business process among multipleusers.”

- Botha, Eloff, IBM Systems Journal1

eSignatures

While 21 CFR Part 11 does not require
the use of eSignatures, it does provide
regulations for their use when they are
used. In this case, the system must
ensure that eSignatures:

— Areirrevocably linked to their
respective records.

— Show the full name of the signer, date
and time, as well as the meaning of,
or reason for, the signature (such as
review, approval, responsibility, or
authorship).

— Are present whenever the signed
records are displayed or printed.



Appendix 1. Satisfying the
requirements set forth in US FDA
Title 21 CFR Part 11 and related
global regulations using SLIMS

Appendix 1 Table: Notes

Column one

The table addresses 21 CFR Part 11
requirements in the order that they

are presented in the US FDA reference
document. [2] Related requirements such
as those found in EU Annex 11[3] follow
each section of Part 11 .

Column two

For completeness, column two lists

all requirements of 21 CFR Part 11

and other related global requirements.
“System” refers to the analytical system
used to acquire and process data.

Most requirements are fulfilled by
either technical controls (i.e., software
functionality) or procedural controls
(i.e., SOPs). Technical controls are
controls provided by the software and
hence the software supplier, while
procedural controls are the responsibility
of the user organization. 21 CFR Part
11 requirements listed in bold are
requirements addressed by technical
controls. Other global requirements
are listed in regular font. Requirements
that must be addressed by procedural
controls are listed in blue.

Column three

Some requirements involve both
technical and procedural controls.
Responsibilities for each requirement
are listed in column three. “S” refers to
analytical system supplier. “U” refers to
the user organization. Rows containing

requirements that must be exclusively
addressed by the user organization
are shown in blue. Blue may also be
technical controls the user will be
responsible to implement.

Column four

If available and where appropriate,
related global requirements and
comments are provided in column four.

Column five

Column five indicates with a “yes” or “"no”
whether the requirement can be satisfied
using the technical controls provided in
Openlab CDS. N/A is not applicable to
SLIMS.

Column six

Column six explains how the regulatory
requirement can be satisfied using

the technical controls provided by
SLIMS. Column six also provides
additional recommendations for the user
organization when relevant.

1. Validation
Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation to
customers?
Part 11 1.1 Is the system validated to ensure S,U | Required by all regulations. Yes SLIMS undergoes testing by Agilent during
11.10(a) accuracy, reliability, consistent intended . : development to ensure accuracy, reliability, and
performance, and the ability to discern This is a typical example of shared consistency of performance. Testing
invalid or altered records? responsibility between the system .
. o procedures are documented in IS09001:2015.
supplier and the user organization. 10/0Q ducted by Agilent, and PQ, based
While the user organization has ultimate » con u’c € y grient, an ! as-e c?n
. - the customer’s requirements per their validation
responsibility for validation, some tasks tocol
can only be done and must be delivered protocals.
by the software supplier, e.g., validation
activities during de\{elopment and The user organization is required to validate
related documentation. . . )
their analytical system according to regulatory
EHERL expectations.
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Annex 11 1.2 Is infrastructure qualified? u Annex 11.Principle B Brazil GMP 577 N/A Qualification of infrastructures, such as servers
and networks, is the responsibility of the user
organization.




2. Accurate Copies and Secure Retention and Retrieval of Records

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?
Part 11 2.1 Is the system capable of generating| S FABERER Yes SLIMS has a built-in audit trail, known as
accurate and complete copies of " L e i f intai
MO0 ecords inboth humn readabie and R R Rocuratscoptn of ny sty it he
electronic form suitable for inspection, o R
review, and copying by the FDA? S R LA B " system. Th.e History User Interface allows
Py ( )ﬂ/ﬁ%EEEmﬁ?E #, fFiERET data to be inspected. Change events are
R R 2 RERBFTED AR B 2 S e stored in the Change-log table. Audit-trail
data can be printed directly from the
History user interface, including printing to
a PDF file.
Annex 11 2.2 Is it possible to obtain clear printed S Annex 11.8.1 Brazil GMP 583 Yes Audit-trail data can be printed directly
copies of electronically stored e-records? from the History user interface, including
printing to a PDF file.
Brazil 2.3 Are there controls to make sure S,U | Brazil 585.2 Yes Records are indefinitely retained in the
that the data back up, retrieval and ERERE database. It is the responsibility of the
maintenance process is duly carried out? customer organization to protect against loss
BTNEUBRTHIENEHOEN, M2 of data with an adequate backup policy.
BUTENR:
(2) B Z T HIRED 5k & HERIFHL
12, TEEUREM, LURIPFIEAGRELS
KB, BHEBIEN S EFES — M,
TS, RENERYSENREAIEH
KT ICRRFRIRAVER,
Part 11 2.4 Does the system protect records to | S,U | China GMP 163 Yes Records are indefinitely retained in the
11.10(c) enable their accurate and ready database. Audit-trail data can be printed at any
retrieval throughout the records time, including to a PDF file. It is the
retention period? responsibility of the customer organization to
protect against loss of data with an adequate
backup policy and appropriate control of
physical access to workstations and servers.
Annex 11 2.5 Are data checked during the archiving | U Annex 11.17 N/A It is the responsibility of the user organization
period for accessibility, readability, and to ensure data are checked during archival for
integrity? accessibility, readability, and integrity.
Annex 11 2.6 If relevant changes are made to the S,U | Annex11.17 Yes Records are indefinitely retained in the
system (e.g., computer equipment or database.
programs), is then the ability to retrieve The user organization is responsible for
the data ensured and tested? ensuring readability of this data during their
implementation and validation processes.
Annex 11 2.7 Are data secured by both physicaland | S,U | Annex 11.7.1 Yes Records are indefinitely retained in the
electronic means against damage? Brazil GMP 584 database. It is the responsibility of the
EEERS custorner organization 19 ensure physical
security (control of physical access to
BHERGN L LT EME, UL workstations and servers).
AEZREZETFH.
ERERL
FBHAEUBFHIBANEHIEN, REH
RUTFEXK :
(D) TR EE BT A ERIESIE
HW&E, LBALLEERBHANRE, BEE
ITHPMRGRETE (0
WENRESERR) N, NYNEHEE
BRAY RIS 01 R AR TR,
Clinical 2.8 Are there controls implemented S Clinical Computer Guide F2 FDA Q&As Yes Records are indefinitely retained in the
guide that allow the reconstruction of the database. Any changes to the data in any
electronic source/raw documentation for record are documented in the history, allowing
FDA's review of the (clinical) study and reconstruction of study and laboratory test
laboratory test results? results as needed.
Clinical 2.9 Does the information provided to FDA | U Clinical Computer Guide F2 FDA Q&As N/A It is the responsibility of the user organization
guide fully describe and explain how source/ to describe how source/raw data were obtained
raw data were obtained and managed, and managed, and how electronic records were
and how electronic records were used to used to capture data.
capture data?




2. Accurate Copies and Secure Retention and Retrieval of Records continued

Annex 11 2.10 Does the system allow performing S Annex 11.7.1 Yes Records are indefinitely retained in the

regular back ups of all relevant data? China GMP 163 database. It is the responsibility of the
Brazil GMP 585 customer organization to protect against loss
Part211,68 b of data with an adequate backup policy.

Annex 11 2.11 Is the integrity and accuracy u Annex 11.7.2 N/A It is the responsibility of the user organization
of backed-up data and the ability to China GMP 163 to ensure the integrity and accuracy of backed-
restore the data, checked, validated, and Brazil GMP 585 up data, and to check, validate and monitor
monitored periodically? Part 211,68 b restored data periodically.

Clinical 2.12 Are procedures and controls in place | S,U | Clinical Computer Guide E Yes Procedures and controls related to external

Computer to prevent the altering, browsing, querying, software applications are the responsibility of

Guide or reporting of data via external software the customer organization. Access to the
applications that do not enter through the database is password restricted. We
protective system software? recommend restricting access to the database

and file store.

Clinical 2.13 Are there controls implemented S,U | Clinical Computer Guide F N/A Agilent has tested SLIMS in conjunction with

Computer to prevent, detect, and mitigate effects industry standard anti-virus applications.

Guide of computer viruses, worms, or other However, it is the responsibility of the user
potentially harmful software code on organization to implement anti-virus software.
study data and software?

3. Authorized Access to Systems, Functions, and Data
Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?

Part 11 3.1 Is system access limited S,U | China GMP 183 163 Yes SLIMS has a built-in user authentication/

11.10(d) to authorized persons? Brazil GMP 579, ICH Q7.5.43 authorization feature (local

authentication) or can be configured with
a customer’s LDAP or with another
external authentication provider (see
supported external authentication
providers in Agilent SLIMS Software and
Hardware Requirements document). Each
user is identified by a unique username
and password combination. Entry of both
is required to access the system. Also,
roles within SLIMS can be used to restrict
access to record and functionalities within
SLIMS.

3.2 Is each user clearly identified, S,U | Several Warning Letters Yes Each user is identified by a unique ID and

e.g., through his/her own user ID and password combination. Entry of both is

Password? required to access the system.

Clinical 3.3 Are there controls to maintain a S,U | Clinical Computer Guide 4 Yes SLIMS has a built-in user authentication/
cumulative record that indicates, for any authorization feature (local authorization) or
point in time, the names of authorized can be configured with a customer’s LDAP or
personnel, their titles, and a description of with another external authentication provider
their access privileges? (see supported external authentication

providers in Agilent SLIMS Software and
Hardware Requirements document). It is
possible to view the entire list of authorized
users and all of their respective access
privileges. Any change to user information or
access privileges is recorded in the audit trail.




4. Electronic Audit Trail

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the

and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?

Part 11 4.1 Is there a secure, computer- S China GMP 163 Yes SLIMS has a built-in audit trail that captures all

11.10(e) generated, time-stamped audit trail to EEE R user activities (including electronic signature)
independently record the dateand time PR and time and date stamps. Any changes to the
gfeoaﬁgri:?)rdi‘;tz(rez;2?;;22:;;?? %fﬁ\%ﬁﬁiﬂ{t%%’fﬁiﬁ E;?iﬁ]\%ﬁ data in any record are documented in the
record’s? ' 1Af§§§ﬁ%i\mﬂ’?%1ﬁjo ;fﬁiﬂﬁﬂ)\m; history.

HAHERERARNEE, SREL—TMERA
HI X BREURIR L AT, HNHICRE
SHHRAIEH, N HRENITAAIE R,
ERETENACRA PR —MURHITIR
ARG, ATICREIRNRANES,

FDA GLP 4.2 Does the audit trail record who has S FDA 21 CFF 58.130 e Yes The audit trail includes the user ID, date and

made which changes, when and why? Clinical Computer Guide 2 time of the change (displayed both in UTC and
Clinical Source Data 3 in the time zone of the local computer), and the
before and after values together with the
reason why the change was made.

Annex 11 4.3 Can the system generate printouts S Annex 11, 8.2 No This requirement is not supported in SLIMS.
indicating if any of the e-records have Changes to regulated records are recorded in
been changed since the original entry? audit trails.

FDA GMP 4.4 Does the audit trail include any S Part211.194 8b Yes Protocols and SOPs are versioned when
modifications to an established method changed, and previous versions are maintained
employed in testing? along with information about the user who
4.5 Do such records include the reason made the changes and a timestamp. Versions
for the modification? can include comments explaining the reason

for the modification.
4.6 Is the audit trail function configuredto | S,U | Warning Letter Yes The audit/history trail cannot be turned off by
be always on and can it not be switched users.
off by system users?

Annex 11 4.7 Is audit trail available in a generally S Annex 11,9 Yes Any changes to records are documented in the

intelligible form for regular review? audit/history trail, which can be viewed at any
time by users with the correct permissions.

4.8 Can audit trail contents be configured | S Implicitly required by Annex 11 with many | Yes The audit/history trail can be filtered to show

such that only relevant activities are warning letters related to review of audit entries with specific characteristics.

recorded for realistic and meaningful trail.

review of audit trail information?

Part 11 4.9 Is previously recorded information S Yes Any changes to the data in any record are

11.10(e) left unchanged when records are documented in the history. Changes are
changed? stored as new revisions of the original,

which is left unchanged.

Part 11 4.10 Is audit trail documentation S,u Yes Audit trail information is stored within the

11.10(e) retained for a period at least as long electronic record and cannot be separated
as thatrequired for the subject from it. Records are indefinitely retained in
electronic record? the database.

However, customers are responsible for
backing up and preserving the SLIMS
database and files per regulatory
requirements.

Part 11 4.11 Is audit trail available for review and | s Yes Audit/history trails can be exported in PDF

11.10(e) copying by the FDA? format or printed.

Annex 11 4.12 Is it possible to obtain clear printed S Annex 11, 8.1 Yes Audit/history trails can be exported in PDF
copies of electronically stored e-records format or printed.

(e.g., e-audit trail?)




5. Operational and Device Checks

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation to
customers?
Part 11 5.1 Are there operational system checks S N/A Protocols are assigned in the SLIMS ELN
11.10(f) to enforce permitted sequencing of steps process to enforce permitted sequence of
and events, if required? steps. Other sequences of events are defined
in the requirements and validation process.
Part 11 5.2 Are there authority checks to S Part 211,68 b Yes User permissions are defined and limited by the
11.10(g) ensure that only authorized individuals user's role within SLIMS. Roles can define
can use the system, electronically sign access and functionality per customer SOPs.
a record, access the operation or L .
computer system input or output Customers s'hou.ld also maintain policies on
device, alter a record, or perform the user authentication and management to ensure
operation at hand? appropriate oversight.
5.3 Is the system designed to record the S Annex 11,12.4 Yes User information and a timestamp of any
identity of operators entering, changing, change is maintained with each record in the
confirming or deleting data including date audit/history trail.
and time?
Part 11 5.4 Does the system allow use of S There are two equally valid interpretations | Partially | Customers are responsible for maintaining
11.1 O(h) device C_heCkS to de.te.rmine, as of this requirement. Systems should be access to the SLIMS environment. Users
appropriate, the validity of the source designed such that: must be authorized to access SLIMS.
of data input or operational
instruction? 1. Proper communication is confirmed
between the computer and the
“source” of data input (i.e., the
instrument) prior to transmission
of instructions to or data from the
“source.”
2. Regulated records created by the
system must unambiguously indicate
the “source” of the data (i.e., which
instrument or component generated
the data.)
Part 11 5.5 Is there documented evidence that u China GMP 18 N/A It is the responsibility of the user organization
11.10(i) persons who develop, maintain, or use Brazil 571 to maintain documented evidence that
electronic record/electronic signature the persons who develop, maintain, or use
systems have the education, training, and electronic record and electronic signature
experience to perform their assigned systems have the education, training, and
tasks? experience needed to perform these tasks
Agilent software professionals involved in
development of SLIMS have received training in
relevant aspects of data integrity.
Part 11 5.6 Is there a written policy that holds u N/A It is the responsibility of the user organization
11.10() individuals accountable and responsible to establish a written policy (SOP) that holds
for actions initiated under their electronic staff responsible for the actions initiated under
signatures, in order to determine record their electronic signatures.
and signature falsification?
5.7 Have employees been trained on this u Implied requirement of Part 11 11.10(j) N/A Is it the responsibility of the user organization
procedure? to train their staff.
Part 11 5.8 Are there appropriate controls over u China GMP 161 N/A It is the responsibility of the user organization
11.10(k) systems documentation including: ERERE to establish systems documentation.
(1) Adequate controls over the B —AMAA BRI (DB
distribution of, access to, and use of W, R, HAURNED. HoCERIRYE
documentation for system operation and USRS TAEEE, B, RatstEiEm
maintenance? SEEL WENSITARRIEERAE,  LURENMA
(2) Revision and change control SHARGARFAEES,
procedures to maintain an audit trail that
documents time-sequenced development
and modification of systems
documentation.




5. Operational and Device Checks continued

different time zones?

Part 11 5.9 Are there revision and change S,U | BAERE Yes Agilent maintains development and testing

11.10() control procedures to maintain an . \ I documentation for SLIMS. Upon request, this
audit trail that documents time- TJF?%ﬁgmih%fﬁ ; EEMéTE?Eﬁ documentation is available for user review
sequenced development and TERHRIEAARIELT, RIEHIVIRRI S SHET 14 :
modification of system NI il NS N ;»tﬁ%u%ﬁ%%ﬁma HE The user organization is expected to maintain
documentation? RGPS, NESEHBH HENCRSHE documentation of their system and associated

XREARNEE, TEBFEINECR changes in situ.
E2ua
IVEE=S oL vAllN
6. Data Integrity, Date and Time Accuracy
Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?

Annex 11 6.1 Do computerized systems that S Annex 11.5 N/A When data is exchanged to/from SLIMS,
exchange data electronically with other the code developed for that exchange is
systems include appropriate built-in validated.
checks for the correct and secure entry
and processing of data?

Annex 11 6.2 Is there an additional check on the S,U | Annex11-6 N/A An additional check can be done by a second
accuracy of the data? This check may be Brazil GMP 580 operator when a validation step is present.
done by a second operator or by validated ICHQ7-5.45
electronic means. EEERS

BHAEUATHEA XBEIERN (U074
EYRFRAAMRNEENNS), HE

RINCRLUHSRE R, XN E-AILERS
N—MEEARTER, FCRAZRIE fEF
FH. HEN, RANMREEZIRE, #iR
BOREA RIS ORAA IR 2R IERAE

Clinical 6.3 Are controls established to ensure S,U | Clinical Computer Guide D.3 Yes Agilent recommends that the system be

Computer that the system’s date and time are configured to reference a timeserver to ensure

Guide correct? accuracy of the system date and time. This is

configured in and controlled by the operating
system.

Clinical 6.4 Can date or time only be changed S Clinical Computer Guide D.3 Yes This is usually limited to the System

Computer | by authorized personnel, and is such Administrator. This is configured in and

Guide personnel notified if a system date or controlled by the operating system.
time discrepancy is detected?

Clinical 6.5 Are timestamps with a clear S,U | Clinical Computer Guide D.3 Yes All ime data is stored, in Coordinated Universal

Computer understanding of the time zone reference Time (UTC)/Greenwich Mean Time (GMT) and

Guide | used implemented for systems that span displayed in the local time of the computer

used. Any audit/history trail information is
displayed both in the local time of the computer
used and in UTC. Timezone information is
shown together with the dates in the
audit/history trail.




7. Control for Open Systems (Only Applicable for Open Systems)

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?
Part 11 7.1 Are there procedures and controls S, U N/A SLIMS is not intended to be deployed as “open”
11.30 designed to ensure the authenticity, system as per 21 CFR Part 11.3(b)(9).
integrity, and, as appropriate, the
confidentiality of electronic records from
the point of their creation to the point of
their receipt?
Part 11 7.2 Are there additional measures such S N/A SLIMS is not intended to be deployed as “open”
11.30 as document encryption and use of system as per 21 CFR Part 11.3(b)(9).
appropriate digital signature standards
to ensure, as necessary under the
circumstances, record authenticity,
integrity, and confidentiality?
8. Electronic Signatures — Signature Manifestation and Signature/Record Linking
Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?
Annex 11 8.1 When electronic signatures are used, S,U | Annex11.14 Yes The user organization must establish the legal
do they have the same impact as hand- ICHQ7.6.18 impact of electronic signatures
written signatures within the boundaries R ERS Signatures are permanently linked to their
of the company? respective records, which can include the final
Are they permanently linked to their %:fz%@jiﬁsﬁj%%ﬁﬁ EE%E% report. User information and a timestamp of any
Y y W=, BT ERNEERAN AR AN change is maintained with each signature
respective record? HER, . L )
record in the audit/history trail.
Do they include the time and date that
they were applied?
Part 11 8.2 Do signed electronic records | S Yes Signature records in the audit/history trail show
11.50 (a) contain information associated with by default the username of the signer, the date
the signing that clearly indicates all of and time when the signature was executed, the
the following:
user comment, and the record change
(1) The printed name of the signer? associated to the signature.
(2) The date and time when the If enabled by the System administrator, the
signature was executed? and meaning (author, review, approve, or reject) of
(3) The meaning (such as review, the signature will also be recorded.
approval,responsibility, or
authorship) associated with the
signature?
Part 11 8.3 Are the items identified in paragraphs | S Yes Electronic signatures are recorded directly
11.50 (b) (a)(1), (a)(2), and (a)(3) of this section in the audit/history trails and as such, can
subject to the same controls as for be accessed through the History user
electronic records and are they included interface, and printed, including to a PDF
as part of any human readable form of file for review.
the electronic record (such as electronic
display or printout)?
Part 11 8.4 Are electronic signatures and S Yes Electronic signatures are permanently
11.70 handwritten signatures linked to their linked to their respective record in the
respective electronic records to ensure audit/history trail.
that the signatures cannot be excised,
copied, or otherwise transferred to falsify
an electronic record by ordinary means?
Part 11 8.5 Is there a user-specific automatic S Part 11 Preamble section 124 Yes Automatic session locking enables the user
Preamble inactivity disconnect measure that organization to configure a time after which the
would “de-log” the user if no entries or user is automatically logged-out.
actions were taken within a fixed short
timeframe?




9. Electronic Signatures General Requirements and Signature Components and Controls

access, are subsequent signings
executed using at least one electronic
signature component that is only
executable by, and designed to be used
only by, theindividual?

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?
Part 11 9.1 Is each electronic signature S,U Yes Each user has a unique login and thus a unique
11.100(a) | unique to one individual and not signature that cannot be used by another user.
reused by, or reassigned to, anyone X o
else? It is the responsibility of the customer to
prevent sharing or re-use of login information.
Part 11 9.2 Does the organization verify the U N/A It is the responsibility of the user organization
11.100(b) | identity of the individual before the to verify the identity of staff before it
organization establishes, assigns, establishes, assigns, certifies, or otherwise
certifies, or otherwise sanctions an ) o , L
S K . sanctions an individual’s electronic signature,or
individual’s electronic signature, or | ¢ hel o
any element of such electronic any element of such electronic signature.
signature?
Part 11 9.3 Are persons using electronic U N/A It is the responsibility of the user organization
11.100 (c) signatures, prior to or at the time of to verify that staff using electronic signatures
such use, certified to the agency that the meet these requirements.
electronic signatures in their system,used
on or after August 20, 1997, are intended
to be the legally binding equivalent of
traditional handwritten signatures?
9.4 Do persons using electronic
signatures, upon agency request provide
additional certification or testimony that
a specific electronic signature is the
legally binding equivalent of the signer’s
handwritten signature?
Part 11 9.5 Do electronic signatures that are S,uU Yes A unique user ID and a password is required to
11.200(a) not based upon b|.omet‘r|.cs gmploy at access the system. By default, only the
(1) least two distinct identification password of the logged in user is required to
components such as an identification L
make an electronic signature. SLIMS can be
code and password? X L .
configured by a system administrator to require
both the username and password to make an
electronic signature (not all external
authentication providers support
reauthentication, see Supported external
authentication providers in Agilent SLIMS
Software and Hardware Requirements
document).
Part 11 9.6 When an individual executes a S Yes Both the username and password are required
11.200(a) series of signings during a single, to access the system. By default, only the
M () continuous period of controlled system password of the logged in user is required to
access, is the first signing executed Lo
. S make an electronic signature. SLIMS can be
using all electronic signature i db dmini .
components? configured by a system administrator to require
both the username and password to make an
electronic signature, even during a single,
continuous period of controlled system access
(not all external authentication providers
support reauthentication, see Supported
external authentication providers in Agilent
SLIMS Software and Hardware Requirements
document).
Part 11 9.7 When an individual executes a S Yes Both the username and password are required
11.200(a) series of signings during a single, to access the system. By default, only the
M) () continuous period of controlled system password of the logged in user is required to

make an electronic signature. SLIMS can be
configured by a system administrator to require
both the username and password to make an
electronic signature, even during a single,
continuous period of controlled system access
(not all external authentication providers
support reauthentication, see Supported
external authentication providers in Agilent
SLIMS Software and Hardware Requirements
document).
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9. Electronic Signatures General Requirements and Signature Components and Controls continued

issuance are periodically checked,
recalled, or revised (e.g., to cover such
events as password aging)?

Part 11 9.8 When an individual executes one or | § Yes Both the username and password are required
11.200(a) more signings not performed during a to access the system. By default, only the
(1) (i) single, continuous period of controlled password of the logged in user is required to
system access, is each signing executed Lo
using all of the electronic signature makg an electronic S|gnaturej. $LIMS can be .
components? configured by a system administrator to require
both the username and password to make an
electronic signature, even during a single,
continuous period of controlled system access
(not all external authentication providers
support reauthentication, see Supported
external authentication providers in Agilent
SLIMS Software and Hardware Requirements
document).
Part 11 9.9 Are controls in place to ensure S Yes A unique user ID and a password is required to
11.200(a) | thatelectronic signatures that are not access the system, and therefore to make any
@ based.upon piometrics are used only changes or perform any sign-offs.
by their genuine owners?
It is the responsibility of the customer
organization to prevent improper handling of
personal login information.
Part 11 9.10 Are the electronic signatures S,uU Yes Misuse of electronic signatures by anyone
11.200(a) | administered and executed to ensure other than the owner would require intentional
(3) that attempted use of an individual’s cooperation of a user and the System
electronic signature by anyone other Administrator.
than its genuine owner requires
collaboration of two or more
individuals?
Part 11 9.11 Are electronic signatures based S N/A Biometric authentication is not supported in
11.200(b) upon biometrics designed to ensure SLIMS.
that they cannotbe used by anyone
otherthan their genuine owners?
10. Controls for Identification Codes and Passwords
Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the
and Others comments requirement satisfied using SLIMS?
If no, what is the recommendation
to customers?
Part 11 10.1 Are controls in place to maintain S,U Yes SLIMS does not allow duplicate user IDs.
11.300(a) the uniqueness of each combined
identification code and password, such
that no two individuals have the same
combination of identification code and
password?
Part 11 10.2 Are controls in place to ensure S,U Yes SLIMS allows configuration of the required
11.300(b) that identification code and password lifetime and complexity of passwords for its

built-in user authentication feature (local
authentication).

If the customer organization configured
SLIMS to use an external authentication
system (like a customer’s LDAP or with
another external authentication provider),
then the control of these parameters is the
responsibility of the user organization within
the external authentication system used.




10. Controls for Identification Codes and Passwords continued

This is a shared responsibility between
the system supplier and the user
organization. The user should require the
supplier to provide documented
evidence that software is developed
within the framework of a quality
management system (QMS).

BE_F RN

VN Y BEB IR S AN R E AR
B HE BAR X B,

Part 11 10.3 Are there procedures to electronically | U ERERG N/A It is the responsibility of the user organization

11.300(c) de-authorize Iost,. stolen, missing, or L P EIR N A S (S 2k O AL e A ] to establish these procedures.
otherwise potentially compromise tokens, FIA BT, AR RV AT N S AL
cards, and other devices that bear or HEEYS ¢ (AL, EREE. SRR
generate identification code or password S B R RI5IE), R St A S
information, and to issue temporary or HORSRT— AN, BCH. 1MV E, LURE
permanent replacements using suitable, TANFREHIIE, HERN, R4ZEERLHE
rigorous controls? IERARAZF A ARITENAR ST A, X

TROBGHE, TESIWASIEGIR, 2
BELEER, EXCRANRIEXYEEREF
B, RIERBEVFAINAST BEHITIRE,

Part 11 10.4 Are there transaction safeguards u EHERG N/A SLIMS allows configuration of the maximum

11.300(d) in place to prevent unauthorized use of P EIR N A S Sk O AL i 2 ] number of failed login attempts before a user
passwords and/or identification codes, HIASHHT, kBRI A SR account is locked for its built-in user
and to detect and report in an immediate R © (EFESL. BROE. MASSIOAIR authentication feature (local authentication).
and urgent manner any attempts of their IR EMNLGHRA0, NS ARESR It is the responsibility of the user organization
unauthorized use to the system security HRANT— ML, BUB, SAEE, LUR to establish any other transaction safeguards.
unit, and, as appropriate, to organizational TN NBIBHHE, HER, NYEERLHE
management? IERARE RN ASIREAIREMI T, Xt

TFREBSERE, TESTATHEER, 2R
BENmEER, HEXICRAREXYEREF
B, RIERBEFRINAST BEHITIRE,

Part 11 10.5 Are there controls for initial and u N/A It is the responsibility of the user organization

11.300(e) periodic testing of devices, such as to establish controls to test devices initially
tokens or cards that bear or generate as well as periodically to ensure they function
identification code or password properly and have not been altered in an
information to ensure that they function unauthorized manner.
properly and have not been altered in an
unauthorized manner?

11. System Development and Support

Part 11 Requirement S, U | Other associated regulations and Yes/No | Ifyes, how, specifically, is the

and Others COMETS requirement satisfied using SLIMS?

If no, what is the recommendation to
customers?

Annex 11 11.1 Has the software or system been S,U | Annex114.5 Yes SLIMS is developed within the Agilent quality
developed in accordance with an Brazil management system, which is defined
appropriate quality management system? GMP 577 according to the 1ISO 9001:2015 standard.

GAMP




11. System Development and Support continued

Brazil 11.2 Is there a formal agreement when S,U | Brazil GMP 589 Yes Procedures for management of external
the software supplier subcontracts This is a shared responsibility between the partners are documented within the Agilent
software and maintenance services. Does system supplier and the user organization. quality management system in relation to point
the agreement include the contractor’s The supplier must have such an agreement 8.4 of ISO 9001:2015.
responsibilities? with the subcontractor, and the user must

verify that the agreement is in place.
BEEN

FBPNS R S F B EAAL R RER
FAREE, HIEENANRIEAARE, HARR
HFEREARSRY (N&, B2

B Sk WiE 48P B0EUES), W
LEHERIPRITIES Y, BIRSRE

ICHQ10 11.3 For outsourced (development and S,U | ICHQ10,2.7 ¢ Yes Procedures for management of external
support) activities, is there a written partners are documented within the Agilent
agreement between the contract giver quality management system in relation to
and contract acceptor? point 8.4 of ISO 9001:2015.

ICHQ10 11.4 Are the responsibilities and S,U | ICHQ10,2.7 ¢ Yes Procedures for management of external
communication processes for quality partners are documented within the Agilent
related activities quality management system in relation to point
of the involved parties 8.4 of ISO 9001:2015.

(contractors) defined?
Part 11 11.5 Is personnel developing and S,U | This is a shared responsibility between Yes All appropriate Agilent staff are required to be
11.10(i) supporting software trained? the system supplier and the user trained. Work instructions are documented in

organization. The supplier must ensure its
staff is trained, and the user should have
assurance, e.g., through audits that SW
developers are trained and that this
training is documented.

g —

BREZTENCRGR “ s EH AT
B R ETRED, UL, 4R EEE B
ERIRXAEREER A BIRE A, 12
RS s RfERE B B RAAR

. RIHEZARNAERMERE, HBRE
SHWTWAR, NUHENERIENRT. B
i, ZEALsi TS A TEIFES,

1SO 9001:2015 Scaffold.
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